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Central Intelligence Agency

17 0OCT 1883

omptroller
entral Inteliigence Agency
/ashington, D.C. 20505

OTE FOR: Deputy Inspector General

arroll,

Thanks for the opportunity to review the draft notice
egarding the Federal Manager's Financial Integrity Act
'f 1982. For what it's worth, I believe we should
etter define how we intend to deal with the "wulner- 5

bility assessments™ issue and include appropriate S
overage of this subject in the Agency notice. I also -
uggest deleting the phrase "...but not absolute..." in

aragraph 2, page 1 of the notice. Nothing is absolute
ut doubt the wisdom of advertising it in the context of
his notice. Finally, shouldn't we designate a senior
\gency internal control official in the notice?

Attached are copies of some supplemental instructions e
n the subject that came to our attention; thought you '
nay find them useful. For later reference,[;;_g___i_;l STAT
] will be our point of contact on this subject
SIAT

Daniel A. Childs, Jr.
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é‘ SEY 0N E ACUNIVE UrriLE WE TS e P 3 _l
X : OFFICE OF MANAGEMENT AND BUDGET 4 X

WASHINGTON, D.C. 20503

R

SEP 26 1953

MIMORANDUM FOR THE DESIGNATED AGENCY SENIOR INTERNAL CONTROL
OFFICIALS -

. MEMBERS OF THE ASSISTANT SECRETARIES FOR
MANAGEMENT GROUP

MEMBERS OF THE PRESIDENT'S COUNCIL ON INTEGRITY
AND EFFICIENCY

: MEMBERS OF THE COORDINATING 5%Rr
s INTEGRITY AND EFFICIE -
FROM: ; , HAROLD I, STEINBERG .
..+ ASSOCIATE DIRECTO
. FOR MANAGEMENT

SUBJECT: Year-end Internal Coptrol Report

Attached are supplemental instructions for preparation of the
internal control report required by the Federal Managers’
Financial Integrity Act.

Prior to the September 8-9, 1983 Joint ASMG and PCIE

Conference, a draft of these instructions was distributed to ]
attendees. The instructions were discussed at the Conference

and the one change suggested has been 1ncorporated. Therefore, )
these instructions are furnished for guidance in preparing the l
initial internal control assurance letters and report.

X A8

If you or your staff have guestions about the content of the
report or assurance letters, please call me at 395-4657, or
Fred Heim at 395-3122. .

Attachment
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OFFICE OF MANAGEMENT AND BUDGET
INSTRUCTIONS FOR PREPARATION OF THE
INITIAL INTERNAL CONTROL REPORT
REQUIRED BY THE
- FEDERAL MANAGERS' FINANCIAL INTEGRITY ACT
AND ASSURANCE LETTERS REQUIRED BY
OMB CIRCULAR A-123 (REVISED)

Instructions for Preparation of Initial Assurance Letters
and the Internal Control Statement (and Report) - Page 1

Sample Letter for Written Assurance to the Agency Head

from Designated Senior Official Appendix C 1/

Sample Letter for Written Assurance to the Agency Head .

from the Head of an Organizational Unit Appendix D 1/
Sample Letter for-cdmments to the Agency Head from the )

Inspector General or Equivalent . Appendix B 1/
Sample Internal Controil Statement (and Report) Appendix-F V4

1/ Refers to Appendix designation in the OMB Guidelines for the
Evaluation and Improvement of and Reporting on Internal Control
Systems in the Federal Government

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650013-0 - ; T
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INSTRUCTIONS FOR PREPARATION OF INITIAL ASSURANCE LETTERS AND
THE INTERNAL CONTROL STATEMENT (AND REPORT)

The sample assurance letters and report included as Appendices ¢ through
P of OMB's Internal Control Guidelines are the basic models for this
initial reporting period. The following is additional guidance:

© If a self-evaluation of the system of internal accounting and
administrative control was not conducted, or the evaluation was
insufficient when compared to the Guidelines, the reparting
official should Sa8y soO simply, rather than attempt to modify the
sample assurance letter Oor statement {(and report).

statement and report should be organized into the following
categories: - *

| m—— Haﬁerial Weaknesses Por Which Corrective Actions Rave
Been Taken :

~~ Department (Organization)-wide Material Weaknesses
Requiring Corrective Actions .

—= Organization (Program) Specific Material Weaknesses
Requiring Corrective Actions

organized in the same manner. The attachment can also contain
Plans and schediules of weaknesses not considered material enough
for the letter or report, and brief descriptions of steps taken
to correct the material weaknesses that are already corrected
(See Attachment B to Appendices C, D, and F).

© Material weakness is defined in the Guidelines and Circular a-123
{Revised) as “a situation in which the designed procedures or

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650013-0
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- APPENDIX €
Y et ettt

SAMPLE LETTER FOR WRITTEN ASSURANCE TO THE

AGENCY HEAD FRCM NESIGNATED SENIOR OFFICTAL

Dear (agency head);

In acccrdance H?th your delegation of responsibilities to me, I have
directed anm evaluat:on of the system of intaernal accounting and -
adm1nastrat1ve cnntrol of (name of agency) in effect during the year endad
. As requ1red by tﬁe Federal Managers Financial Integrity Act, this

et

evaluation has been conductad in accordance with Guidelines for the

Evaluation and Improvement of and Renorting on Internral Control Svstems in

the Federal Government, issued by the Directar of the Office of Manaqement

and Budazt, in ccnsultat1on with the Comptroller General, and accnrdtnqu
included an evaluat1on of whether the system of internal accounting and.
administrative control of (name of agency) was in campliance with the
standards nrescribéd_by'the Comptroller Reneral. Attachment A provides

additicnal information cn how the evaluation was conducted. 1/

c-1
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The obiectives .f the system of mternal acco. .cing and adminmistrative

control of the (name of ageney) are to provide reasonable assurance that:
-- Ob)igations and costs are in compliance with aoplicable law;

-~ Funds, property, and other assets are safequarded acainst waste,
loss, unauthorized use, or misappropriation; and
-- Revenues and expenditures applicable ta aqency operatigns are
pfbper1y rechrded and accounted for to permit the preparation of
' aﬁéuunis and reliable financial and statistical reports and to
_ﬁalnt;in accountability over the assets. S
The concegt of reasonable assurance recognizes that the cost of internal
control should not excead the benefits expected to be derived therefrom,
2nd that the benefits consist of reductions in the risks of failing tao
achieve the stated objectives. Estimates and judqments are required to
asséss the expectgd benefits and related costs of control procedures. '
Furthermore,.erroés_of‘irrecu!arities may occur and not he detected hecausa
of inherent I{miﬁgtiﬁhsain any system of internal accounting and :
) administrative control, including those limitations resulting from rescurce -
constraints, Conareséfona} restrictions, and other factors. Finally,
profection of any-évaluation of the system to future-periods is subject to
the risk that procedures may be inadequate hecause of changes in conditions
or that the deqre= of compliance with the procedures may detariorate.
Nonetheless, I have taken the necessary measures to assure that the
avaluation, identified in the first paragraph, has been conducted im a

thorcuan and conscienticus manner.

— Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650013-0 —
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The results o. the evaluation, assurances given by heads of organiza-

tional wnits, and other information provided indicate that the system of
internal accourrting and administrative control of (name of agency) in
effect during the year erced (date), taken as a whole, carplies with the
requirement to provide reascnable assurance that the above-menticned
cbjectiveswereachievedwithinthelimitsdescribedinthepreceajng
paragraph. The evaluaticn, however, did disclose the following material
wee.‘messesz-/:

Weaknesses For Which Corrective Actions Have Been Takens

(List of Material Weaknesses) - - - :

Department-Wide Material Wesknesses Requiring Corrective Acticnsy

(L:stof Material Weaknesses)

Orgenizatien Specific Material Weaknesses Requiring Corrective Acticnsd
Attachment B to this report contains the recomended plans and schedules
formectﬁgamhwealmessesglarﬂthestam&‘actimsizkt;ntn
correct weaknesses identified in prior years’ repcrt:s.i,

(SIQRATUE)

llAttédﬁmtAp:midsanéptimathy.fcrﬂxedesi -sem.c:’

= 1 ted

official to describe the department’s review process mdeg.;.l. If it
1s not included, PlansandScheﬁulaforCor:ectjngMamrialWeahxessa *
YAttachment B) shouid be relabeled as Attactment A. :

g/ﬁthﬂeammmteﬁalwamses,thisséntmceshaﬂdbedeletad'
andtheremﬂdbemlistorpo:timofnttacrmenthmtairdngplaﬂs
and schedules for correcting such weaknesses.

é/'nue'ma.texialwea}messesslnﬂdbedescribedinmeorteosmt@cas.
Additional infomration can be presented in Attachment B.
Iftherearemwealm&ssesi.nthiscategu:y, the heading should be dsleted.

4/ If there were no acticns taken duﬁpgthepastyéa;:tocorrect-wealmess&s,

or no identified weaxnesses for which corrective actions remain to be
taken, this phrass ghoul® be deleted. ) .

c-3
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ESCRIPI'ICNOFIHE@D(I.T :
- OF THE INTERNAL CONTROL EVALUATION . -

SUGGESTED CONTENTS

A brief surmary of the evaluation process, including:

. © Adescription of the manner of selecting assessable
" units aml a specification of the number of assessable
units. - . : . .
© The results of the vulnerability assessments in terms
of the number of assessable units listed as highly
vulnerable, mcderately vulnerable, or of low
vulnerability; or by same other manner. .

o The actioris taken to address the results of the
- vulnerability assessments.

o Bttgnt;" of internal control reviews performed dunng
the reporting pericd. - .
© Internal control reviews planned for future pericds.

~_2
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ATTACHMENT B

PLANS AND SCHEDULES FOR
CORRECTING MATERIAL WEAKNESSES

SUGGESTED CONTENTS

This Attactment will contain the plans and schedules for
correcting the material weaknessses listed in the bady of
the letter. ~‘The weaknesses should be divided into the
same categaries as in the letter: Weaknesses for which :
corrective actions have been taken; department-wide .
material weaknesses requiring corrective actions; amd
organization specific material weaknesses requiring
correctlve actmns

The narratwe for each material weakness should be
canprised of (a) three or four sentences describing the
weakness, and (b} a list of major steps and scheduled
milestones for correcting the weakress. Approximately
3/4 of a page would be ag:r:opnate for each materijal
wﬂakness. ' )

For i‘naterial weaknesses already corrected, plans would be
unnecessary ard probably inappropriate. Consideration - .
should be given, however, to providing a brief

description of the actions taken.

LS } /

~_r
c-5
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_ APPERDIX O

SAMPLE LETTER FOR WRITTEN ASSIRANCE TD THE

AGENCY HEAD FROM THE HEAD OF AN NRGANIZATIONAL UNTT

Near (acency head):

As (title) of the (name of organizational unit) of the (name of agencyl, I
am coan1zant of the 1mportance of internal controls. I have taken the
ne:essary‘meesures to assure that the evaluation of the system of intarnal
ccntrol of (name of orqantzat1onal unit} has been conducted in a

conscrent1ous and thqrouqh manner in accordance with Gu1de11nes far the

- Evaluation and Imnrovement of and Remarting on Internal Control Systems in

the Federal Government, issued hy the Director of the 0ffice of Management

‘and Rudaget, 1n consultat1on w\th the Comptroliler General and ace:rdinqu
included an evaiuat1on of whether the system of intermal accountineg and
d-1n1serat1ve contrcl of (name of agency)} was in compliance with standards
prescribead by the Comptroller General, Attachment A provides additiomal

infcmrat;cn on hcw the evaluatlcn.was conducted .~ 1/

The abxec 1ves of the svstem of internal accaunt1nq and adm1nisbrattve

_control of the (name of aqency) are to nrov1de reasgnable assurance that-
-- Obligations and costs are in compliance with applicable law; .

~ Funds, nroperty, and other assets are safequarded acainst wasta,

loss, unauthorized use, or misapprosriation; and

D-1
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- fRevenues and exvenditures appliceble to aaency operations are
properly recorded and accounted for to permit the preparation of
aqcoﬁnts and reliable financial and statistical reports and to

maintain accountability over the assets.

The concest of reasonahle assurance recoanizes that the cost of intermal
control shouid not excaed the benefits expected to he derived therefroﬁ. and
that the benefits consist of reductions in the risks of failing to achieve
the stated obiect1ves. Esb1nates and judqments are reeuxred ta ‘assess the
expectad benefuts and re1ated costs of contral pracedures. Furthermore._
errors or irreaularttles may occur and not be detected hecause of inherant
11n1tat10n5 1n any system of intarnal accaunt1nu and adm1ntstrat1ve cnntral
including those T1m1tat1ons result1nq from resourc= cnnstralnts, '
Congressional restrictions, and other factors. F1nallv nroiectxcn of any
evaluation of the system to future periods is subject to ‘the risk that
procedurss may be inadequate because of changes in conditions or that the

degres of compliance with the procedures may deteriorate.

The resu1ts of the evaluation, performed in accordance with the cuzde11nes
identified in the f!PSt paraqraph and other infarmation provided indicate
that the system of internal acceunting and administrative contral of
{oraanizaticnal unit) in effect durina the vear ended [date) taken as a
whole, comolies with the requirement to prav1de reesonah1e assurances that

the above-mentioned objectives were achieved w1th1n the limits described 1n

0-2
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ﬂmgrecedjsgpa:agraph. The evaluaticn, however, did disclose the
following material weaknessesy:

Wea}messesft:rmﬁchm:rectiveActianHaveMTakem-,

(List of Material Weaknesses)
Organization-Wide Material Weaknesses Requiring Corrective Actions
(Ia.st of Material Weaknesses) .
3/

Program Svecific Material Weaknesses Requiring Corrective Act:.cms"
(Lzst: of Material Weaknesses)

3/

AttadmrtBtbth:sreportccntamsthe (namsofc:gam.zat:.malwut‘s)
plamandsc:hednlmfc:co:rectmgsudtweamses ,arﬂﬂ:es:ams‘

":cEactxazstakaxtoco:rectwea}messaldent:.ﬂminpnm:years reparts.~ i/

gt
aefos 0T

(SIGATURE)

1/ Attad'mentAprcv:.des an optional cpporbtmity for anc:rgamzancmal it
bodes:zinabeztsrevzewpu:messmdeta:_l If it is not included, the
rPla.ns Sduedulsfcrmnecungldatexial?leahaesss tl:adm-rt:
'slnﬂdberelabeledasAttadmzntA. - & B

2/1Etherearemnatenalheahﬁss,thlssmtamshaﬂdbedelemd, -
andth.erewculdbenoh.stcrmt:mofAttadmmth:nta:mngplans
arﬂsdzedulaforcazrectmgsuchwea}messes

3/'ﬂzanatenalwealmessesshmﬂdbedesmbedmmeorwoserrtencs
Pdditicnal informmaticn can be presented in Attachment B. .
If there are no weaknesses in this categery, the heading should be deleted.

4/ Ifthereweremacumstakmdtmn;thepastyeartocorrectwahmssa
armlde:ttlﬁedweahmessesforwhld'xcorrecnveacumsrmamtobe
taken, this phrase should be .deleted.

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650013-0
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ATTAEMENT A

DESCRIPTTON OF THE CONDUCT
OF THE INTERNAL CONTROL EVALUATION

mm'_

A brief smma.ry of the evaluation prbcess, J.ncluﬁmg-

oA descnptmn of the manner of selecting assessable
* mits and a sPecz.fJ.cat:.on of the mmber of assessable
unltSo ‘_-_-_"‘-‘-.;_(‘_; [ : :

o The results of the vulnerability assessmnents in terms
of the nunber of assessable units listed as highly
vulnerable, mcderately vulnerable, or of low
vulnera.b:.llty. or by sane other manner. -

o The actions taken to address the results of t.he
vulnerability assessments.

o Extent of internal control reviews performed durmg
the reporting pencd.

o Internal control reviews planned for futwre peric:ds.

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650013-0
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ATTACHMENT B

. PLANS AND SCHEDULES FOR
CORRECTING MATERIAL WEAKNESSES

SUGGESTED CONTENTS

“This Attact'ment will contain the plans and schedules for
..correcting the material weaknessses listed in the bady of
-the letter:.fﬂrhe weaknesses should be divided into the
sane categones as in the letter: Weaknesses for which -
corrective actions have been taken; organization-wide
material weaknesses requiring corrective actions; and
program specific material weaknesses requlrmg corrective
act:mns.

The narrat:.ve for each material weakness should be -
conprised of (a) three or four sentences describing the
weakness, ard (b) a list of major steps and scheduled
"mllestones for correcting the weakness. Approximately

3/4 of a page would be apprcprlate for each materlal

: weakness. A

For material weakneSSes already corrected, plans would be
__unnecessary ard prcbably inappropriate. Consideration
should be given, however, to providing a brief
description of the actions taken.

Approved For Release 2008/01/14 : CIA-RDP85I§O1=1 52R000500650013-0
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T
APPENDIX F

SAMPLE [NTERNAL CONTROL STATEMENT

(AND REPORT, IF APPLICABLE}JJ

Dear Mr. President:

An evaluation of the system of internal accounting and administrative
control of (name of agency) in effect during the year ended (date) was

performed iﬁfﬁhﬁprdance with Guidelines for the Evaluation and. Improvement

of and Rencrtind'onflnterna1 Control Svstems in the Federal Government,

issued by the D1rector of the Office of Manaqement and Budget in consulta-

;- CEe

tion with the Cbmptru]]er General, as requ1red by the Federal Managers®

o Financial Intearttv Act of 1982, ‘and accnrd1nq1y included an evaIuatton of

whether the systew af internal accounting and admwnzstrat1ve-cnntrol (name

of agency) was 1n cnmpIxance with the standards prescribed by the

Comptraller sener_al . Attachment A provides additicnal information on how
the evaluvaticn process wes c:nfkmted;zl R
The objectiyes of the system of internal accounting and administrative

control of fhe\(n;mg of agency) are to provide reascnmable assurance that:

Wl

- Gbiigatjons_ahd\coﬁts are in compliance with applicable law;

-~ Funds, property, and other assets are safequarded against waste,

loss, unauthorized use, or misappropriation; and

-~ Revenues and expenditures applicable to agency operations are
properly recorded and accounted for to permit the prepardtion of
accouhts,an& reliable financial and statistical reports and to

maintain accountability over the assets.

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650013-0
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o APPENRIX E
e ————

SAMPLE LETTER FoR COMMENTS TO THE AGENCY HEAD

FROM THE INSPECTOR GENERAL OR EQUIVALFNT

Dear {agency head):

I have conducted al]fhited review to determine whether the evaluation of the-
system afﬂ{nternal1accouhting'and administrative cdntrol, as described in
Guide]inésffor'the Evaluation and Improvement of and Reporting on Intermal .

Control sttemshin the Federal Government, issued by the Director of the

Cffice of‘ﬂanagement and Budget, in consyltation with the Ccmptrollet
General,'hés been carried 6ut*in a reasonable and prudent manner in the
{agency) for the year ended (date), Nuring this limited review, nothing
came to my attention that‘would indicate that the (agency) did not comply

with the above-mentioned guidelines. . _ .

(SIGNATURE)

-

* If this statement cannot be made, revise to prcvide_a statement of the work done.

H

-0
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M

The cencept of re mableasm:cereccgmzstuttheccstofmtemalmﬁcl
shaﬂdmteocceeithebmefztsacpxtedtobedmvedthera&un,mﬂﬁtat;he
benefits cansist of reductions in the risks of failing to achieve the stated
cbjectives. Estimates and judgments are required to assess the expected benefits
and related costs of control procedures. E\n'themnre,e:::orsorzn'egulanties |
ray cccur and not be detected because of inherent limitations in any system of

'intemalammtjngardadnﬁnismﬁvecartml, imltﬁa.ngthoselmta:timsre—

sulting £from resource constraints, Cmgressmnalrs-t:nct:.ms,a:ﬂotherfacturs.

Finally, ijectxmofanyevaluaumofthesystemtofuumepencdsissubje:t-

tothenskﬂmtprocadurasnaybemadeqmtebecmmeofdmngsmmd;tims _r
orﬂ:atthedegreeofcarphancewzththepmoed\zesmydetenmte. _

naemsults‘cftheevaluaumd&scnbedinthef::stparagraph assmncesg:.vm_

by a@prconata (nama of agen::y) officials, and cther mfcma:ump:mdedirﬂmte 7

thatthesystanofmtemalaccamtmganda&mn;stratwecm‘rtmlof (names of
agency) meffectdur:.ngtheyaa:e:ﬁed (date},takmasaﬁnle cmpl:.esm.th

theraqu.:.ranenttoprmdereasmable assurance that the above-mentioned chijectives

wareaciuevedthJnthelimtsdescnbaimthepreced:ngparag:apkL 'meevalua

t:.m,lmaever dldd:.sclosethefollcmngmtmalmalmasay .
Matena_WeaJmessechrWMCthnecdveAcumsHaveBemTak If

(List of Matenal Weaknesses) . .

Department-Wide Material Weaknesses Raqu:.mg Ccrrect:.ve Act:l.msi, Co

(List of Material Weaknesses) - "
Orcanizaticn Specific Material Wezknesses Reqmn.ng Corrective Acticns—

(List of Material Weaknesses)
Attachment B to this statement ccntains the (name of agency) plans and schedules

formrracdngsudzweahzesses,yérﬂﬂxestamsofactimstakmfomrrect

weaknesses identified in prior years' report‘.s.—s-/

(SIGRIURE) _ b
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. -

1/- - . .
_Ifnatanalwealmessesmsystassabjecttothseguidelinsarefam this
e resen sue rot Eoun oment 203 regmst seguived by the ct. If vaterial
e, as adjusted i '
; bythenct. ’ sarple, J _ pmjtlnrtesthestatenmt
_z_fz}ttadmtAprwidﬁancptimalc;porumityforthedepa:m to describe
:.tsrenavs‘::messir}detail. Ifitismt:i.ncltﬂed,thePlansmﬂSdﬂeﬁnles
iormrrect;:gMaterzalWeahuessa (Attachment B) shoald be relabeled as
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ATTACEMENT A

DESCRIPTICN OF THE CONDUCT
_OF THE INTERNAL CONTROL EVALUATION o

SUGGESTED CONTENTS

A brief sx.m:ary of the evaluatxon process, inclwling:

"o A desc:nptzm of the manner of selecting assessable _
units: ard a speciflcatlon of the number of assessable
umts. : _

o Ihe resuIts of the wlnerab:.hty assessnents i.n tems
of the mumber of assessable units listed as highly
vulnerable, moderately vulnerable, or of low
vulnerabxl:.ty, or by same other manner.

o The actions taken to address the results of the
wlnerablllty assessuents.

O Extent of intemal control reviews performed durmg
the reportirg pericd. ‘

- Internal control reviews planned for future pencds.
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- ATTACEMENT B

PLANS AND SCHEDULES FOR
CORRECTING MATERIAL WEAKNESSES -

This Attachment will contain the plans and schedules for

correcting the material weaknessses listed in the bady of

the letter. The weaknesses should be divided into the™ ,
same categories as in the letter: Weaknesses for which L.
corrective:actions have been taken; department-wide e

material weaknesses requiring corrective actions; ard
organization Specxfx.c material weaknesses requ:.rmg
correct:.ve actmns

The narratwe for °ach matena}. weakness should be .
canprised of (a) three or four senterces describing the
weakness, and (b) a list of major steps and scheduled
“milestones for correcting the weakness. Apprcximately
"3/4 of a page would be appropriate for each material
weakness. : _

For matnnal weaknesses already corrected, plans would be

unnecessary and probably inappropriate. Consideration i
should be given, however, to providing a brlef ) .
description of t.he actions taken. . S .
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